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NIS market overview
Global market
• 2014 annual spending 72.237M$
CAGR estimation

with 10%

• 9.613M$ HW– 13%
• 22.798M$ SW – 32%
• 39.826M$ Services (Consulting, Implementation,
Outsourcing y SW/HW support) – 55%

Principal Cybersecurity Markets
Estimation 2013-2023
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Source: INCIBE Spanish Digital Confidence Plan – A Joint Cybersecurity Business approach

NIS market overview

NIS domain - state of the art
Original research in highly relevant areas but
difficulties to turn research results into
successful products and businesses

Action
Maximize the beneficial impact on European
economy and society of NIS research and
innovation

NIS WG3 related Terms of
Reference (ToR)
• Beyond the scope of H2020, WG3 should also
help identify the elements of a possible
European industrial strategy for Cyber
Security and examine ways to increase the
impact and commercial uptake of research
results in the area of secure ICT, including via
innovative financial instruments and funding
methods as well as new business models

Objectives
approach
NIS
market isand
different
& special
• Adversarial ‘game’ between attack (bad) and defence (good)
o tactical level (prevent and respond to attacks)
o strategic level (co-evolution of tools and tactics)
o Increasing number, diversity, organisation and sophistication of
threat agents

• NIS solutions are complex human-technical systems
o Holistic approach required. Implications for dynamics of
innovation in marketplace

• Additional environmental factors:
o Rapid and accelerating pace of innovation – NIS must re-invent
itself continuously
o Increasing diversity, ubiquity, interconnectivity, complexity,
criticality and shared usage of vulnerable ICT infrastructure
o Conflicting societal imperatives driven dynamically by events
(e.g. privacy vs. surveillance)

+ 5 Major Challenges of CS Market
•
•
•
•
•

Lack of market knowledge
Research into product transfer
Awareness
Regulation
Sensitivity for end-users

NIS WG3
Business deliverable
contributing to SRA

Objectives
andtoapproach
Contributing
the SRA
• “Business cases” to prioritise key research
challenges w.r.t. requirements based on
business impact and commercial uptake
• Recommended “innovation paths” or R&I
models and processes that are most efficient
and effective in targeting the requirements and
bringing usable, affordable and timely
solutions to market

Market-driven Recommendation for
R&D ecosystem
• R&D projects often do not execute market
studies for their technologies and do not take
costs into account to ensure acceptance of
their technology.
• The business model says security must also be
economically viable.

Bi-directional SRA vs. business
opportunities driven
• Business cases
– Define and analyse range of challenging scenarios from different market
sectors to identify required security capabilities
– Identify (sets of) common abstract capabilities with variations for different
markets
– Identify breakthroughs required, prioritise according to probability and
potential impact
– Links to Security Landscape deliverable – topics for priority research and
trends

• Innovation paths - NIS Research & Innovation process
–
–
–
–

Synthesize recommendation from best of current practice and theory
Tailor to requirements of NIS market(s)
Incentives, markets and supply chains in cyber-security markets
Innovation challenges & requirements in the PACS domain, innovation
supports
– R&I roadmaps in line with SRA

Recommendations #1
• Industrial organizations involved in research have to position their research
strategy in line with their business strategy for products and services
• Make the SRA actively managed and owned by a coalition of all
stakeholders including end-user organizations, vendors, service providers,
public authorities and citizen rights organizations.

• Encourage and co-ordinate the creation of ecosystems of compatible and
interoperable products and services across a cluster of research and
innovation projects. Recommended:

•

Provide shared experimental Testbeds with access to real data and
simulated threat and application scenarios

•

By defining a portfolio of projects aimed at defining and maintaining
reference architectures frameworks and interface standards

• Establish means of tracking progress towards goals (Devise success
indicators for applicable research results)

Recommendations #2
• Need to align and couple research and innovation processes effectively
• Mismatch in timescales between research and innovation processes

•

Further work to resolve timescale mismatch and create Agile R&I
methodology

• Open Innovation-based approach

•

Compares Open Innovation theory with practice in corporations and
SMEs

•

Reviews EU, national and corporate initiatives to stimulate/support
innovation

• Emphasis on external linkages, systems integration and extensive
networking
• Need to overcome network effects, regulation, and other inhibiting factors
to facilitate innovation through start-ups, SMEs and other new entrants

Keys for organizations to speed up
the innovation process
• Leverage the experience from innovation centers specialized in innovation
processes

• Multi-stakeholder approach: This aspect is the fostering of fruitful
collaborations between large industries and academia

• Targeted focus: Every innovation centre should concentrate their effort
and energy in the areas of interest they find more important

• Metrics: Innovation companies must implement a KPIs policy
• Build dedicated innovation teams
• Use company’s assets to bring innovation to market
• Enable communication within the company (performance engine and
innovation team)
• Develop few innovations at a time

Contributors
Deliverable
Contributors
• EU funded Projects

• Organisations

•
•
•
•

•
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•
•
•
•
•
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•
•

IPACSO
FIRE
CAPITAL
CYSPA

ATOS Origin
BT
Club R2GS
Engineering Group (Eng)
EOS
Espion Group
HP
Intel
LSEC
SAP
Technikon
Tecnalia
TSSG, Waterford Institute of Technology
UK Department of Business, Innovation and
Skills (BIS)

On behalf of
NIS WG3 Education
& training

Education - State of the art
• It is not a matter of standard recycling but a
real multidisciplinary, coordinated and
coherent approach.
• We must teach the teachers in cybersecurity
as never before.

Layers of cybersecurity knowledge
Invent

Creatively apply your expertise to create innovation

Teach others

Be an expert, explain to others how everything works

Be proficient

Have enough knowledge to improve your security
environment

Understand the basics

Know how things work and how they are connected

Be aware

Know of issues in a general sense, be prepared

Awareness is a first step towards innovation

Short and long term objectives
Collect primary data &
secondary sources

Data from EU institutions and organizations, and
secondary sources produced by a variety of entities

Form first impressions

Create initial views of cybersecurity education based on
the first batch of data

Data collection & analysis
mechanisms

Improve data collection to increase awareness in the
community; analyze data to detect gas

Module sharing
mechanisms

Formulate recommendations for sharing curriculum
modules

Provide longer term
recommendations to fill
the gaps

Work with community at large to formulate pragmatic
next steps

Data collection and other sources
Secondary sources

Research and state of the art reports, 2003-2014

Coverage

Graduate, undergraduate, some training

Data quality

Sample data

Available at

http://cybersecuritymonth.eu/references/universities

Collected from

Germany, Italy, Greece, UK, Belgium, France, Finland,
Luxemburg, Austria, Portugal, Spain, other

Preview: Subjects

Data collection and other sources
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NIS WG3
Education
deliverable
contributing to SRA

Preliminary recommendations
Pragmatism

Link curricula and training with a forward looking model
of skills in high demand

Coverage

Continue to improve coverage across subjects and
member states

Share knowledge

Establish mechanisms for sharing components of
curricula and training

Increase responsiveness

Develop mechanisms for quicker input from research
and practice into training and curricula

Knowledge continuum

Link lowest through highest level of competence via
strategic programs to assure greater proficiency

Multi-disciplinary focus
• Support multi-disciplinary curricula and training, to ensure people
capable to address complex cybersecurity problems.
• Continue to build infrastructure:
– to encourage multi-disciplinary skill development in higher education
and funding for multi-disciplinary research.
– to enable specialists in various areas in cybersecurity to add
multidisciplinary knowledge through additional educational modules.

• Evaluate collaboration mechanisms to enable universities in the
EU to provide multidisciplinary degrees when a certain
specialization is not available at the degree institution.
• Evaluate and extend mechanisms for “custom degrees” in
cybersecurity.
• Prizes for successful multi-disciplinary work in cybersecurity.

Responsiveness to dynamics
• Task force with an advisory focus to provide recommendations.
• Annual survey of employers in cybersecurity to publish lists for
skills in highest demand for the next 1-2 years.
• Develop and deploy community built sharable curriculum and
training modules in cybersecurity in order to be more agile and
responsive to real life security threats and changes.
• Establish ways for professionals to update their knowledge online.
• Support international collaboration and awareness campaigns, to
ensure all EU countries are aligned on levels of proficiency and
aware of globally significant issues in cybersecurity.

End to end skill development
• Support research to define curriculum & training requirements
including coordination actions for these activities with end-to-end
coverage.
• Invest in development of communities of practice operating
mostly through online interactions.
• Support research to develop new mechanisms to provide greater
visibility of cybersecurity and privacy vulnerabilities when using
common devices, systems, applications, and processes.
• Support programs focusing on interaction of people with different
levels of proficiency.
• Encourage earlier start for cybersecurity awareness and acquisition
of basic skills, to coincide with independent use of connected
devices.
• Encourage entrepreneurship in cybersecurity defining a path from
skills acquisition to innovation.

Alignment of curricula and training
with demand for skills
• Support collaboration mechanisms with industry and government
and internationally, in order to ensure consistent coverage of
cybersecurity proficiency in all EU countries.
• Encourage new flexible models for short terms internships and
training in operational environments to develop purpose-based
acquisition of top-priority skills.
• Support emergence of fora for interaction with practitioners
across Europe.
• Establish mechanisms to increase awareness of skills in high
demand to increase competitiveness of job seekers.
• Establish high quality mechanisms for on demand acquisition of
high priority skills, open across the EU, including the countries
where such mechanisms may not be readily available.

Approach for teaching
cybersecurity at all levels
• Initiate a study of teaching methodologies for
cybersecurity
and
provide
a
set
of
recommendations on this topic.
• Study “casual” learning of cybersecurity as part
of other activities and publish recommendations
with regard to processes, interfaces, and metrics
for this method of learning.
• Organize and promote regular cybersecurity
competitions at all levels.

Bring all Member States to the
agreed upon baseline
• Creating a report comparing access to cybersecurity
education and practical training among EU Member
States.
• Explore methodological and class delivery options to
increase access to cybersecurity courses and programs
across the EU.
• Explore feasibility of a practical training internship
allowing interested and motivated students from EU
countries with lower numbers of cybersecurity courses
and opportunities to receive practical training via
dedicated programs in other Member States.

Thank you for your attention

