
eIDAS in the context of Self-
Sovereign Identity

CONVERGENCE 2023

Cristian Lepore, IRIT

Brussels, 1 December 2023



SSI and the Legal Identity
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Self-Sovereign Identity at the mirror.

Legal identitySelf-Sovereign Identity 
solutions



eIDAS - Ontology

The ontology of eIDAS (2018) and the new revision from February 2023. 
Rectangles with rounded corners are concepts defined in the regulation before 
2018. Rectangles with squared corners are the EU wallet ecosystem entities. 
Arrows mean relationships.
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eIDAS – Interoperability of eIDs

The data flow in the eIDAS Proxy-Service scenario. SP stands for Service Provider. 
IdP is the identity provider. The rounded dashed square encloses elements of the 
eIDAS solution.
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1. A citizen requests an online service in Member State A.

2. At the authentication stage, the service provider discovers that the citizen's electronic 

identity pertains to Member State B and forwards the request to the eIDAS-node of 

Member State A.

3. The eIDAS-node in Member State A translates data and forwards it to the citizen's 

country of origin (here, Member State B).

4. The eIDAS-node in Member State B deserializes data and sends it to the identity 

provider (IdP) for authentication.

5. Authentication result is returned to the service provider through the eIDAS solution.



Research Questions

We pose the following research questions:
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RQ1. What is a definition of SSI?

We aim to provide a rigorous definition of SSI, outlining concepts, relationships, and 

rules governing identity ecosystems’ entities.

RQ2. Can we assess any (non) SSI system based on this definition?

We fill the gap between SSI theory and practical design, delineating a model based 

on our tweaked definition of SSI. In the long run, we aim to enable future startups and 

governments to rank solutions, spot weaknesses, and intervene accordingly.



Systematization of Knowledge

A systematization of knowledge in a two-axes chart. The dashed circle is the 
SSI topic. Diamonds represent groups of articles, and numbers define 
instances of articles in each group.
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SSI Definition

6



Model
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Score System
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Results

A Kiviat chart reporting the Global Score and each category sigma value. The 
thicker (blue) rumble is the outcome of eIDAS. The inner thinner (green) 
rumble is our pragmatic definition of SSI. The dashed (outer) rumble 
represents the guideline for a fair SSI solution.
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Recommendations

Legal and technical recommendations for eIDAS
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• The Commission should work to decrease the ambiguity of LoA, 
specifying parameters that are unique for Member States to follow.

• Streamline the procedure for service providers to become TSPs.

• Move the management of the list of service providers from Member 
States to a ”super partes” entity of the European Union or an open 
community of contributors.

• Add a chapter in eIDAS that specifically addresses governance-related 
issues and portability to embrace and help quickly adopt coming 
standard

• Negotiation of PID.

• Implement data minimization through Verifiable Credentials.

• Update the consent management.



Limitations of our work
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• The ratio of parameters.



Thank You

Any questions?
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