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Overview

The growth of online services over the last 15-20 years 
has been, to say the least, dramatic at every socio-
economic level conceivable. 
However, the widespread everyday dependency on the 
digital market has had some negative consequences.
The usability and trustworthiness of online services and 
the Internet itself has been undermined by highly visible 
accounts of cyber-attacks and contraventions of 
individuals’ data protection and privacy rights.

Digital technology is 
changing people’s lives 
and the EU’s digital 
strategy aims to make 
this transformation 
work for people and 
businesses. 

A Europe fit for the 
digital age is one of 
the Commission’s six 
political priorities, 
aiming to empower 
people with a new 
generation of 
technologies.

The constant intrusion 
of cookie and tracking 
requests heightens the 
sense of a surveillance 
society. 

Popular myths and 
speculation surrounding 
the implications of the 
use AI are often seen as 
threatening.



How The Cookie Has Crumbled

The way cookies are used now is a far cry from the original intention
1994: Lou Montulli, a 23-year-old Netscape engineer, invented the cookie to give websites a “memory”
1996: Advertisers learned how to “hack” cookies to follow people around the internet
2008: Google launched Chrome, now the world’s most-used web browser
2014: Spanish DPA issued the EU’s first fines for failure to properly inform visitors about the use of cookies
2018: The GDPR implemented across EU, forcing websites to ask for consent before tracking
2019: Firefox blocked third-party tracking cookies by default
2019: The UK’s ICO launched a review of practices of the adtech market
2019: Google announced The Privacy Sandbox to create web standards for websites to access user information 

without compromising privacy
2020:  Safari blocked all third-party cookies by default and launched Intelligent Tracking Prevention (ITP) 
2021:  Montulli cites advertising reliance as “very detrimental” to society and “perverts the user experience”
Jan 2021:  UK’s Competition and Markets Authority began investigation into Google’s Privacy Sandbox browser 

and whether it could cause adspend to become more concentrated on Google
Jun 2021:  Google announced a delay to its plans to phase out third-party cookies in Chrome until 2023
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Cookies & Trackers
More challenges

Third-party cookies are far from the only technology 
used today for persistent and pervasive tracking of users 
across the Internet, and it won’t be the last either.
For example, Facebook bypasses third-party cookies by 
using first-party cookies combined with a pixel tracker to 
ensure continued, unconsented surveillance of citizens.
First-party cookies will still function by default in 
browsers that block third-party cookies and will 
continue to require consent in most cases, unless the 
purpose of a cookie is ‘strictly necessary’ to the basic 
operation of a website.

Existing technologies 
that can track users just 
like third-party cookies 
include –
• Local Storage
• IndexedDB
• Web SQL
and any other 
technology that makes it 
possible to save data on 
a user’s device from 
browsers (as cookies do).

Other browsers (like 
Safari) have been 
blocking third-party 
cookies for years, but 
it’s well known that 
trackers simply resort 
to workarounds, other 
methods and new 
technologies that make 
them able to track 
users just the same.

Google’s plan to phase out third-party cookies in Chrome is part of a larger strategy of creating a privacy sandbox with open 
standards for tracking users while protecting their privacy (e.g. through new browser APIs like trust tokens), but it’s facing 

antitrust investigations from both the Commission and the UK’s Competition and Markets Authority (CMA).



Cookies & Trackers
More challenges

Tracking technologies are changing, but data protection 
laws require the same: end-user consent.
Even though they might replace third-party cookies in 
Chrome, trust tokens won’t exist in a vacuum.
There are many ways for trackers to determine a user’s 
identity across sites: so unless browsers not only 
discontinue support of third-party cookies, but also of 
any other kind of similar tracking techniques, trust 
tokens are unlikely to provide a greater level of privacy 
protection and only benefit the adtech industry itself.

Tracking technologies are 
changing, but data 
protection laws require 
the same: end-user 
consent.

Consent remains the 
central requirement of 
the GDPR and other data 
protection regulations.

Some of these new 
standards could very well 
end up strengthening 
tracking, since the new 
technologies will ensure 
an even greater level of 
certainty around 
reidentification of users, 
and thereby only fix 
issues in tracking 
precision and ad fraud by 
bots that remain two 
major headaches for the 
adtech industry today.

The end of third-party cookies doesn’t mean the end of consent, regardless of 
what technology is used; be it third-party cookies, Local Storage or trust tokens.



Cookies & Trackers
Adland readiness

*Source for table: IAB’s State of Data 2021 produced by Ipsos in March 2021 for the US market



Cookies & Trackers
Usability Improvements

Short- to medium term: Usability could be immediately 
improved if there were tighter regulation on website 
messaging, such as:
‘Strictly necessary cookies only’ and ‘Choose preferences’
In most cases, this would reduce the intrusion factor 
down to a single additional clicks.
Longer term: Ideally we want to push the decision 
making into the hands of users. One approach would be 
to get where websites recognise users from their digital 
ID which indicates their cookie preferences and can 
respond accordingly

The CSI-COP project 
and others is in the 
process of training 
citizen scientists to 
‘spot’ and report on 
cookie and tracker 
policies

Google announced that 
it will stop the use of 
third-party cookies in 
Chrome by the end of 
2024, joining a growing 
list of browsers ditching 
the notorious tracking 
technology.

The end of third-party cookies does not mean the end of tracking – even in Chrome – and the need for true end-user 
consent to process personal data will persist long after third party cookies and the technologies replacing them.



Cookies & Trackers
Celebrity Public Awareness

Baking star Prue Leith is helping Brits understand 
digital cookies after new research reveals that 
35% admit they don’t know what they actually 
are (sponsored by Avast)

John Oliver took aim at the dark art of data brokers, 
raising the alarm on unregulated practices that many 
Internet users are unaware of.  He discussed the 
“unsettling moments” that often happen throughout 
the day online, as we discover that companies are 
“monitoring our activities a little bit closer than we 
would like”.



A Few AI Myths
There is an awful lot of half-baked truths and myths 
around AI which often sounds threatening to the 
uninitiated!
The trouble is there is some truth in some of them …
• AI is a magic wand 
• There’s no difference between AI, machine learning 

and deep learning
• Machine learning:
• Works independently without human intervention
• Is the future
• Will take over human work
• Is prone to failure / delivers high levels of accuracy

Autonomous robots will take (are taking) over the world 
and there’s nothing we can do about it!

Today, AI and ML power 
computer vision that 
detects cancer, predict 
equipment failure for 
manufacturing and 
detect fraud in banking. 
And they generate 
seemingly endless TV 
show and movie 
recommendations for 
Netflix users.

Enterprise use cases 
represent nearly $6 trillion 
in opportunity, according to 
McKinsey, and venture 
capital investment in AI 
reached new heights in 
2019, totalling $18.5 billion.
Spending will continue to 
grow: IDC predicts that 
worldwide spending on AI 
will reach nearly $98 billion 
in 2023. 



Other Concerns

The preponderance of mind-boggling media headlines about 
data breaches and stolen personal data erodes trust on a daily 
basis
The frustrations for developers wishing to create ‘better 
websites’ using the likes of WordPress, Joomla or Drupal:
• How to determine the impact of plug-ins?
• Ensuring anonymous feedback – where are people coming 

from without targeting individuals
Cyber attacks and cyber wars
Quantum computing
Advanced biometrics
And many more … the list is endless!

Public awareness does not easily keep abreast of the advances in 
and impacts of emerging technologies but it can be done!

Usability and trust in 
the use of online 
services is as essential 
for service providers, 
technology providers, 
software developers 
and ad agencies as it 
is for users (i.e., 
everyone on the 
planet)

69% more data 
breaches in 2021 vs 
2020 (Harvard Review)
• Data exposed or 

stolen because of 
cyber attack 
(phishing or stolen 
credentials)

• A mistake - lost 
devices, incorrect 
configuration

• A physical attack
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