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IT vs OT

Any services, equipment, or 

interconnected system(s) or subsystem(s) 

of equipment, that are used in the 

automatic acquisition, storage, analysis, 

evaluation, manipulation, management, 

movement, control, display, switching, 

interchange, transmission, or reception 

of data or information

Programmable systems or devices that 

interact with the physical environment 

(or manage devices that interact with the 

physical environment). These 

systems/devices detect or cause a direct 

change through the monitoring and/or 

control of devices, processes, and events. 
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IT vs OT

Confidentiality

Possession or 
Control

Integrity

Authenticity

Availability

Utility
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Security Safety

…

NIS 2

NIST CSF

IEC 62443

…

IEC 61511

IEC 61508 

IEC TR 63069 …
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Scalability

Cost optimization

Agility

Data management

Analytics

Cloud as a cold stand-by

Hybrid for analytics

Hybrid for control

Full migration
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• Moving to the cloud doesn’t simply change where a 

SCADA system is hosted; it fundamentally alters the 

traditional management, security boundaries, connectivity 

model, and access control mechanisms, as the system is 

now internet-connected.

Access control Audit Authorization Availability

Chain of trust
Chain of 

responsibility
Compliance Control

Confidentiality
Incident 

management
Identification Authentication

Integrity Multi-tenancy Privacy Storage

Latency Classification 
Organizational 

readiness
Policy 

management
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