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Out of control
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«Is my phone spying on me?»



Persistent ID’s connect user information to a profile





Source: https://iabtechlab.com/standards/audience-taxonomy/

Examples of targeting categories

https://iabtechlab.com/standards/audience-taxonomy/


Grafikk hentet fra LUMA Partners – Mobile LUMAscape: https://lumapartners.com/content/lumascapes/mobile-lumascape/

https://lumapartners.com/content/lumascapes/mobile-lumascape/


#OutOfControl-prosjektet

App Pakke Kategori

Grindr com.grindrapp.android Dating

Perfect365 com.arcsoft.perfect365 Selfies og virtuell sminke

My Days com.chris.mydays Menstruasjonsapp

OkCupid com.okcupid.okcupid Dating

My Talking Tom 2 com.outfit7.mytalkingtom2 Spill for barn

Muslim: Qibla Finder com.hundred.qibla Religion

Tinder com.tinder Dating

Clue com.clue.android Menstruasjonsapp

Happn com.ftw_and_co.happn Dating

Wave Keyboard com.wave.keyboard Mobil-tastatur



Perfect 365





Grindr privacy policy



Grindr privacy policy

https://www.grindr.com/privacy-policy/

https://www.grindr.com/privacy-policy/


https://www.mopub.com/legal/partners/

https://www.mopub.com/legal/partners/


170 partners

https://www.mopub.com/legal/partners/
https://www.appnexus.com/third-party-providers

“Where permitted, we provide clients and third-party 
providers access to their Platform Data that they 
collect, acquire, or use on the Platform, and typically 
they may remove it from the Platform for their own 
use. For a current list of third party providers who may, 
subject to our clients' permission, receive your data, 
see here.”

1647 different bidders

4000+ third party providers

https://www.mopub.com/legal/partners/
https://www.appnexus.com/third-party-providers
https://www.appnexus.com/third-party-providers




Manipulation

17



Discrimination
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Data leaks / breaches

19



Illustration: NRK / Norwegian Broadcasting Corporation



Kilde: https://stratcomcoe.org/publications/data-brokers-and-security/17

https://stratcomcoe.org/publications/data-brokers-and-security/17


Kilde: https://www.washingtonpost.com/religion/2021/07/20/bishop-misconduct-resign-burrill/

https://www.washingtonpost.com/religion/2021/07/20/bishop-misconduct-resign-burrill/


Kilde: https://www.wsj.com/articles/grindr-user-data-has-been-for-sale-for-years-11651492800
Publisert 2. mai 2022



Kilde: https://www.vice.com/en/article/m7vzjb/location-data-abortion-clinics-safegraph-planned-parenthood 
Publisert 3. mai 2022



Solutions







What can we do?

‐ Litigation

‐ Research

‐ Education

‐ Public procurement

‐ Legislate / policy



Ban surveillance-

based advertising




